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1
MECHANISM TO IMPLEMENT A LAYER 2
GATEWAY

CROSS-REFERENCE TO RELATED
APPLICATIONS

This application claims priority to U.S. Provisional Patent
Application No. 60/717,920, filed Sep. 16, 2005 which is
hereby incorporated by reference as if set forth herein.

FIELD OF THE INVENTION

This invention relates to a network device. More particu-
larly, this invention relates to a system for determining a port
of'anetwork device used to transmit data between the network
device and a second network device. Still more particularly,
this invention relates to a system that uses that has uses a
priority system to select a port in the Spanning Tree Protocol
(STP).

PRIOR ART

In many network environments, such as a metro FEthernet
environment, it is a problem to provide redundant layer 2 or
physical connections between network devices in two differ-
ent administrative domains without creating bridging loops.
For purposes of this discussion, an administrative domain is a
group of connected processing devices that provide a speci-
fied function in a network. A bridging loop is having two
connections between two administrative domains where data
transmitted over a first connection by one device in a first
administrative domain is transmitted back to the device from
a device in the second administrative domain over the second
connection between the domains.

In the past, a Spanning Tree Protocol (STP) has been used
to select one of the layer 2 connections or bridges between
devices in two different administrative domains to transmit
data between the domains and to determine redundant con-
nections between the domains. One problem with using STP
is that a device in the first administrative domain must run the
STP over the devices in the second administrative domain.
Thus, the stability of the connection for the first device
depends on the devices in the second administrative domain.
The dependence is a problem in that the first device relies on
the device in the second administrative domain not dropping
any Bridge Protocol Data Units (BPDUs). Secondly, the STP
of'the first device must be slower than the STP of the devices
in the second administrative domain in order to prevent tem-
porary loops at start up.

A further problem is that if the second administrative
domain is partitioned, then more than one connection of the
first device may end up forwarding data to devices in the
second domain. This may cause a bridge loop when the par-
tition is removed. The loop will not be eliminated until a
hello-time for the STP of the first device is, performed.

A second method for determining a port of a first network
device to transmit data between the first network device and a
second network device is a hello protocol. In a hello protocol,
each port in each device of a first administrative domain starts
in a discarding state and the ports exchange hello messages in
order to elect a port to transmit data between the devices in
first and second administrative domain. The hello protocol is
preferable to the STP because the devices in the first admin-
istrative domain do not have to rely on the second adminis-
trative domain to determine the connections between the
domains. However, a hello protocol suffers from the same
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problem as STP in that if the second administrative domain is
partitioned, a transient loop may occur when the partition is
eliminated.

Thus, there is a need in the art for a system for determining
a layer 2 connection for transmitting data between devices in
a first administrative domain and a second administrative
domain that effectively eliminates the transient loop problem
in this scenario.

SUMMARY OF THE INVENTION

The above and other problems are solved and an advance in
the art is made by a system for implementing a layer 2 gate-
way selection in accordance with this invention. One advan-
tage of this system is that a user may configure the priority for
the connections between devices to be used. A second advan-
tage is that only the port of a device in a first administrative
domain having the best priority is used to transmit data
between devices in a first and second administrative domains
at any given time. A third advantage of this system is that
bridging loops are eliminated as only the port with the best
priority is transmitting between the devices.

In a preferred embodiment of this invention, the system is
implemented using STP. Thus, the port used to transmit data
is selected by instance. Furthermore, the use of STP allows
the system to use few device resources. Furthermore, the
system is easy to implement by making minimal changes to
the STP.

In accordance with this invention, a first device in a first
administrative domain determines a port on any device in the
first administrative domain for transmitting data between the
first network device and devices in a second administrative
domain in the following manner. The first device determines
each port on devices in the first administrative network that
has connection or bridge between the first network device and
the second network device. The priority of each of the con-
nected ports is then determined. The port having the highest
priority is then selected as the port for transmitting data
between the first device in a first administrative domain and
devices in the second administrative domain. The priority for
each port on each device in the first administrative domain
connecting the first device and devices in a second adminis-
trative domain may be received as an input by a user to the
device having the port or the first device.

In accordance with this invention, the selected port may be
placed in a forwarding state for forwarding all data transmit-
ted between the first device and devices in the second admin-
istrative domain. All other connected ports connecting the
first device to the second administrative domain may then be
placed in a blocking state in which data transmitted between
the first device and device in the second administrative
domain are not forwarded to the second domain by the ports.

The selected port then may transmit messages indicating
that the connection between the selected port and a device in
the second administrative domain is valid to a processing unit
of'the first device. In some embodiments, the message may be
a Bridge Protocol Data Unit (BPDUs) when STP is being
used to determine the connections. BPDUs from other ports
connecting the first device to devices in the second adminis-
trative domain may be ignored by the first device in some
embodiments.

BRIEF DESCRIPTION OF THE DRAWINGS

The above and other advantages and features of this inven-
tion are described in the following detailed description and
shown in the following drawings:
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FIG. 1 illustrating connections between a first network
device and a second network device;

FIG. 2 illustrating a block diagram of components of a
network device; and

FIG. 3 illustrating a block diagram of a process for deter-
mining a connection for transmitting data between a first
processing device and a second processing device in accor-
dance with this invention.

DETAILED DESCRIPTION

This invention relates to providing a system that deter-
mines a layer 2 connection for transmitting data between a
first and a second administrative domain. In the following
disclosure, the same reference numeral is used for a compo-
nent shown in different figures.

FIG. 1 illustrates a first network device 105 in a first admin-
istrative domain and a second device 150 in a second admin-
istrative domain that include a system for determining a layer
two gateway in accordance with this invention. One skilled in
the art will recognize that typically domains will include
multiple devices. The exemplary embodiment uses one
device in each network to simplify the description ofa system
in accordance with this invention.

FIG. 1 illustrates a first network device 105 that has several
connections to a second network device 150 in a network 100.
Network 100 may be an Ethernet or other type of network for
connecting processing devices to transmit data between the
devices. First network device 105 and second network device
150 are processing devices that may transmit data over a
network. Some examples of such processing devices are serv-
ers, routers, and switches.

First network device 105 includes ports 110-112. Each port
110-112 of first network device 105 is connected by a path
115-117 to a port 155-157 of second network device 150.
Each path 115-117 is a layer 2 or physical connection
between first network device 105 and second network device
150.

FIG. 2 illustrates an exemplary network device 200 that
may be network device 105 and/or second network device
150 (FIG. 1). Network device 200 is a switching system that
transmits digital data, in the form of packets between process-
ing systems connected to a network. One skilled in the art will
recognize that network device 200 may be a router, switch or
any other processing system that receives and transmits digi-
tal data.

Network device 200 includes ports 205-209. Ports 205-209
connect network device 200 to other processing system in a
network. The other processing systems that may be connected
include computers, other routers or any other digital process-
ing systems. One skilled in the art will further recognize that
ports 205-209 are shown for exemplary purposes only and the
exact number and configuration of the ports are left to one
skilled in the art designing a specific network and/or specific
network device.

Ports 205-209 are connected to switch circuitry 215.
Switch circuitry 215 is circuitry that transmits received pack-
ets to the proper ports for delivery to the proper address. One
skilled in the art will recognize that there are many different
types of circuitry that may be used to transmit packets
between proper ports and an explanation of the switching
circuitry is not critical to this invention and is omitted for
brevity.

Processing unit 220 is connected to switching circuitry
215. Processing unit 220 is a processor, microprocessor, or
any combination of processors and microprocessors that
execute instructions to perform applications for performing
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functions in network device 200. Processing unit 220 is also
connected a volatile memory 225 and a non-volatile memory
230 via memory bus 235.

Volatile memory 225 is, for example, a Random Access
Memory (RAM). A volatile memory stores instructions and
data used by processing unit 220 to perform applications. One
such application is a router operating system. The routing
operating system is an applications which allow facilitates
network device 200 performing other applications that pro-
vide the functions of network device 200. An example of a
router operating system is Inter-network Operating System
(I0S) designed by Cisco Systems Inc. One Skilled in the art
will recognize that many different types of non-volatile
memory including SRAM and DRAM may be used. Volatile
memory is one example of a computer-readable medium that
stores instructions for execution by a computer. Another
example of a computer-readable medium is non-volatile
memory.

Non-volatile memory 230 is a memory such as a Read Only
Memory (ROM). Non-volatile memory 230 stores configu-
ration and other vital information for router 100. One skilled
in the art will recognize that there many different types of
memory that may be used as a non-volatile memory.

Modules 240, 245, and 250 are connected to switching
circuitry 215. Modules 240, 245, and 250 are device and/or
software that prepare specific features in network device 200.
An example of a module is a Voice Over Internet Protocol
(VOIP) module for providing telephonic communications to
processing devices connected to network device 200. One
skilled in the art will recognize that the number of modules
and the functions that each module provides may be deter-
mined by one skilled in the art designing a particular network
device.

This invention relates to a system for selecting a port in a
first network device for transmitting data between the first
network device in a first administrative domain and a second
network device in a second administrative domain. The sys-
tem is executed by instructions that are stored as software,
firmware or hardware in the device. In a preferred exemplary
embodiment, this invention modifies the Spanning Tree Pro-
tocol (STP) executed by a processing unit in a first network
device and ports of the first device to determine a port for
transmitting data between the first device and a second net-
work device.

FIG. 3 illustrates a flow diagram of an exemplary process
for providing a system in accordance with this invention.
Process 300 is executed by the processing unit of a first
network device to determine a port of a device in the first
administrative network for transmitting data between the first
network device and devices in a second administrative
domain. One skilled in the art will recognize that in some
exemplary embodiments, process 300 may be a modified
process for performing a STP algorithm.

Process 300 may begin in step 305 with the device receiv-
ing an input from a user that provides priority data for a port
connecting the first device in the first administrative domain
to adevice in a second administrative domain. In step 305, the
device may receive an input providing priority data for each
of the ports that provide a connection between the first net-
work device in the first administrative domain and a device in
the second administrative domain. One skilled in the art will
recognize that if there are more than one devices in the first
administrative domain then priority data may be received for
each port on each device that provides a connection between
a device in the first domain and a device in the second domain.
One skilled in the art will also recognize that the priority data
may be set prior to connecting a device to a network.
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In step 310, process 300 determines each of the ports of
devices in the first administrative domain that provide a layer
2 connection between the first device in the first administra-
tive domain and a device in the second administrative domain.
In some exemplary embodiments, the determination is per-
formed by a conventional STP algorithm. One skilled in the
art will recognize that if devices other than the first device in
the first administrative domain provide connections to
devices in the second administrative domain, the first device
must locate each port on each other device in the first admin-
istrative domain that connects the first administrative domain
and the second administrative domain.

In step 315, process 300 determines the priority of each
connection between the first device and the second adminis-
trative domain determined in step 310. Unlike, a conventional
STP algorithm, process 300 uses priority data to determine
the priority of each of the connections determined in step 310.
In a preferred embodiment, the priority of the connection
provided by each port is determined by the input priority data
received for the connection. However, one skilled in the art
will recognize that various algorithms may be used in which
the input priority data or other data may by one of multiple
parameters used to determine the priority of the port. In still
other embodiments, there may be other types of priority data
used.

In step 320, process 300 selects a port having the highest
priority as the gateway port. The gateway port is the port over
which data is transmitted between the first device and devices
in the second administrative domain. In step 325, the selected
gateway is set to transmit messages to the processing unit that
the connection is still valid. The selected gateway ma also be
configured to ignore incoming Bridge Protocol Data Units. In
a preferred exemplary embodiment, this is performed by the
gateway port continuously transmitting, Bridge Protocol
Data Units (BPDUs) for the connection to the processing unit
as long as the connection exists. In a conventional system
using an STP algorithm, the BPDUs are transmitted including
connection information. In some embodiments in accordance
with this invention, the BPDUs transmitted by the selected
gateway port may also include user input priority data.

In step 330, the other ports that provide connections to the
second administrative domain are set to discard data trans-
mitted between the first device and devices in the second
administrative domain. The ports set to a discard state include
those ports that do not provide a connection and each port that
provide a redundant connection that may be activated if the
connection of the selected port fails. This is different from a
system performing STP in a conventional manner in which
ports providing redundant connections may remain in a for-
warding state. In step 335, the selected port is then set to a
forwarding state to forward packets over the connection from
the first device to a device in the second administrative
domain. Process 300 then ends until the connection of the
gateway port fail at which time process 300 may be repeated
to determine a new gateway port.

The above is a description of an exemplary system for
determining a port in a first network device for transmitting
data between the first network device and a second network
device in accordance with this invention. It is expected that
ones skilled in the art can and will design alternative embodi-
ments that infringe this invention as set forth in the claims
below either literally or through the Doctrine of Equivalents.

What is claimed is:

1. A method, comprising:

setting priority values for one or more ports in a set of ports
in a set of network devices, the network devices being
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associated with a first administrative domain, where
members of the set of ports are associated with a priority
value;
selecting a port from the set of ports, the selected port being
connected to a bridge that is configured to transmit data
between the first administrative domain and a second
administrative domain, where the selected port is
selected based, at least in part, on a priority value asso-
ciated with the selected port;
preventing a transient loop by,
changing a state of the selected port to a forwarding
state, where the forwarding state facilitates transmis-
sions between the first administrative domain and the
second administrative domain,

receiving, by the selected port, Bridge Protocol Data
Units (BPDUs) while being connected to the bridge,
and

ignoring incoming BPDUs from one or more members
of the set of ports that are not selected.
2. The method of claim 1, where the set of ports in the set
of network devices are layer 2 gateway ports; and
where the method comprises preventing transient loops in
a connected network by the selected port, the connected
network including the first administrative domain, the
second administrative domain and connections between
the first administrative domain and the second adminis-
trative domain.
3. The method of claim 1, where the BPDUSs denote a valid
bridge connection and include the priority value associated
with the selected port.
4. The method of claim 1, including changing a state of the
one or more members of the set of ports that are not selected
to a discarding state.
5. A system, comprising:
an analysis logic implemented in one or more processors of
one or more network devices to analyze a set of ports in
a set of network devices, the network devices being
associated with a first administrative domain, where a
member of the set of ports is associated with a priority
value;
a selection logic embodied in one or more processors of the
one or more network devices to select a port from the set
of ports, the selected port being connected to a bridge
that is configured to transmit data between the first
administrative domain and a second administrative
domain, where the selected port is selected based, at
least in part, on a priority value associated with the
selected port;
amodification logic embodied in one or more processors of
the one or more network devices to change a state of the
selected port to a forwarding state, wherein a transient
loop is prevented by,
changing the state of the selected port to the forwarding
state,

receiving, by the selected port, Bridge Protocol Data
Units (BPDUs) while being connected to the bridge,
and

ignoring incoming BPDUs from one or more members
of the set of ports that are not selected.

6. The system of claim 5, including priority logic config-
ured to set priority values for one or more ports in the set of
ports.

7. The system of claim 5, where the set of ports in the set of
network devices are layer 2 gateway ports; and

the transient loop is prevented in a connected network
including the selected port, the connected network
including the first administrative domain, the second
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administrative domain and connections between the first
administrative domain and the second administrative
domain.

8. The system of claim 5, including a configuration logic to
change a state of the one or more members of the set of ports
that are not selected to a discarding state; and

where the BPDUs denote a valid bridge connection and

include the priority value associated with the selected
port.

9. A non-transitory computer-readable medium storing
computer-executable instructions that when executed by a
computer cause the computer to perform a method, the
method comprising:

analyzing a set of ports in a set of network devices, the

network devices being associated with a first adminis-
trative domain, where a member of the set of ports is
associated with a priority value;

selecting a port from the set of ports, the selected port being

connected to a bridge that is configured to transmit data
between the first administrative domain and a second
administrative domain, where the selected port is
selected based, at least in part, on a priority value asso-
ciated with the selected port;

preventing a transient loop by,

changing a state of the selected port to a forwarding
state, where the forwarding state facilitates transmis-
sions between the first administrative domain and the
second administrative domain,

receiving, by the selected port, Bridge Protocol Data
Units (BPDUs) while being connected to the bridge,
and

ignoring incoming BPDUs from one or more members
of the set of ports that are not selected.

10. The non-transitory computer-readable medium of
claim 9, where the method includes setting priority values for
one or more ports in the set of ports.

11. The non-transitory computer-readable medium of
claim 9, where the set of ports in the set of network devices are
layer 2 gateway ports; and

the transient loop is prevented in a connected network

including the selected port, the connected network
including the first administrative domain, the second
administrative domain and connections between the first
administrative domain and the second administrative
domain.
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12. The non-transitory computer-readable medium of
claim 9, where the BPDUs denote a valid bridge connection
and include the priority value associated with the selected
port.

13. The non-transitory computer-readable medium of
claim 9, where the method includes changing a state of one or
more members of the set of ports that are not selected to a
discarding state.

14. A system, comprising:

means for receiving priority values of a set of ports in a set

of network devices, the network devices being associ-
ated with a first administrative domain;

means for selecting a port from the set of ports, the selected

port being connected to a bridge that is configured to
transmit data between the first administrative domain
and a second administrative domain, where the selected
port is selected based, at least in part, on the received
priority value associated with the selected port;

means for preventing a transient loop by,

changing a state of the selected port to a forwarding
state, where the forwarding state facilitates transmis-
sions between the first administrative domain and the
second administrative domain,

receiving, by the selected port, Bridge Protocol Data
Units (BPDUs) while being connected to the bridge,
and

ignoring incoming BPDUs from one or more members
of the set of ports that are not selected.

15. The system of claim 14 where the set of ports in the set
of network devices are layer 2 gateway ports; and

where the system comprises means for preventing the tran-

sient loop in a connected network including the selected
port, the connected network including the first adminis-
trative domain, the second administrative domain and
connections between the first administrative domain and
the second administrative domain.

16. The system of claim 14, where the BPDUs denote a
valid bridge connection and include the priority value asso-
ciated with the selected port.

17. The system of claim 14, including means for changing
a state of one or more members of the set of ports that are not
selected to a discarding state.
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